Morrlson
e Ma|erle

veyors - planners - scientists

Welcome

We will begin momentarily...
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Ten Things You Need to Know

America’s Water Infrastructure Act of 2018

What's Required? And How Do | Get Started?
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Housekeeping

Ask Your Questions!

Slide deck at: www.m-m.net

Engineers: This session may meet requirements for PDHs
depending on your professional registration and/or
certification requirements.

Participation Certificate: |hultin@m-m.net
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Ten Things You Need to Know

America’s Water Infrastructure Act of 2018

What's Required? And How Do | Get Started?
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There are hard deadlines...

Population Risk and Resilience Emergency Response
Served Assessment Due Plan Due

> 100,000 March 31, 2020 September 30, 2020
50,000 — 99,999 December 31, 2020 June 30, 2021
3,301 — 49,999 June 30, 2021 December 30, 2021
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There are hard deadlines...

Population Served Risk Assessment Due |Emergency Response
Plan Due

> 100,000 March 31, 2020 September 30, 2020
50,000 — 99,999 December 31, 2020 June 30, 2021
3,301 — 49,999 June 30, 2021 December 30, 2021

Potential for $25,000/day fine by EPA
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http://technofaq.org/posts/2015/09/what-the-att-nsa-partnership-means/
https://creativecommons.org/licenses/by-nc-sa/3.0/
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Risk and Resilience Assessments (RRAS)

Must consider an all-hazards approach to assessing risk
oMalevolent acts
oPotential natural hazards
oCybersecurity
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Malevolent Threats by Threat Category

: e Vehicle Borne  Contamination Directed [ Theft or Cyber Cyber
Alrcraft Assault Team Maritime Bomb of Product Sabotage Diversion Insider QOutsider
S(Pl) - T(Pl) - CO1 - Cyber
A1 - Helicopter AT1 -1 Assailant | M1 - Small Boat W1 -Car C(B) - Biotoxin Physical Physical CH1 - Insider | Outsider
Insider Insider Attackers
AT2 - 24 S{PU) - T(PU)— [ CIZ - Trusted CO2 -
AZ - Small Plane i M2 - Fast Boat V2 -Van C(C) - Chemical Physical Physical Insider / Criminal
Rl COutsider Outsider Accidental Group
3 : AT3-5-8 ) V3 - Midsize ) ; AS - Active | T(CI) - Cyber CO3-
k- Segmal ddt Assailants b o Truck Ui5).- Enplacne Shooter Insider Terronst
CO4 -
) AT4-9-16 M4 - Deep Draft | V4 - Large Truck i T(CU) - Cyber Foreign
k- Lame.el Assailants Ship (18 Wheeler) i) bathogen Outsider Intelligence
Service

C(R) -
Radionuchde
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Random (Natural Disaster) Reference Threats by Hazard Category Proximity Threats
Earthquake i i Dependency Proximity
EQ1-PGADD-02 | F1-100 Year Flood H1 - Category 1 |0 - Minimal Damage TO- Fujita 0 W1 -FRG1 o(T) - D(P) -
' ' gory g ! Transportation| Proximity
EQZ-PGAD2-04 | F2-500 Year Flood H2 - Category 2 11 - Isolated Outages T1-Fupita 1 W2 - FRG2 E[Cj - Key
ustomers
, DIE) - Key
EQ3-PGAD-4--08 H3 - Category 3 | |12 - Scattered Outages T2 - Fujita 2 W3-FRG3
Employees
, D(S) - Key
EQ4-PGADE-1.1 H4 - Category 4 | 13 - Numerous Outages T3-Fupta 3 W4 - FRG4 Suppliers
EQ5-PGA > 1.1 H5 - Category 5 | 14 - Prolonged Outages T4 - Fupita 4 W5 - FRGS |D(U) - Utilites
15 - Widespread T5 - Fujita 5
COutages

Copyright 2019 American Water Works Association




resilience:

‘an ability to recover from or adjust

easily to misfortune or change.’

—Merriam-Webster Dictionary
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Tools

RRA and ERP can be prepared under different formats
RRA prepared first — EPA's VSAT is acceptable format

oTemplate is available, but a learning curve
oSystem information, system assets, personnel, and etc.

Emergency plan and procedures
Mitigation plan and procedures
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Threat-Asset Pairs

CITY OF YOUR TOWN WATER S5YSTEM RISK AND RESILIENCY ASSESSMENT

PRELIMINARY SCREENING OF THREAT - ASSET PAIRS

12052020
ESTIMATED CONSERUEMCE TO MISSION
WORST WoRsT nggﬁggggésgsﬁmm IWALEVOLENT THREATS B THREAT CATEGORY FalDON [NATURAL DI545TER) REFERE
ATIET REAZONABLE CRITICAL AIRCRAFT ASTAULT TEAM | MARTIME] YEHICLE BORMNE EOME] CONT AMINANT OF PRODUCT] DIRECTEDVEAEAT AGE| THEFT OR DIVERSION | CvEER INSIDER] CvEER OUTSI0EF E&RTHRUAKE FLOODE ICE 3TORME
POTENTIAL THREAT Tervice | Public ‘ ‘ | | ‘ L al | | |
HURAN| 331055 | Denial | Trust | OTHER: sllez| as] aalaTi|aTelarslerd bl ed vt ] we | wa | wa | oiE| crell Srey crey | Sren) sien | sp0n]  as JTEnTRPU TICHTEu]  ci clz Joofcodcodcodeaifece|Easfecd|ead FilFal o] nliz| || s

‘wiaker Treatment Plant Flaod sl 2| &l 4] s a[ 5] s 1 1 I Y DY I ™ Y I I 5 3 ! I ) ) 3 2l 2] 2] 2] 2 s| s| 4] 4] 2 as[ af 4
WTF - Electrical Aircraft sl s al 4] &l af sl s 1 | e 2] s] 4 1 1 1 1 1 3 3 | s sl o 1 o2l 2l 2l o af [ af q] 2 ] sl ] ] 2] s 4] 4
WTF - High Service Pumps Flocd [ 1] sl 8] of of s s 1 | e 2] o] 4 1 i = 1 1 3 3 1 =2 =2 1 1 3 2l 1l ol 2l o a] o[ 4] o o] af 5] af af of 4] 4] 4
WTEF - Filters Contaminant of Prod. 2| 2] &l 5] 2f of 5[ s 1 i1 = =Y D) ! Y Y 1 Y 3 2 |1 = 1 1 1 2 2l 4l = 2] o 4] ol 2] sl 4] af 4] af af af 4] 4] 4
WTF - Chlrgine Dependency - Trans. 2| 2] sl s of s s s 1 | = 2] s] 4 il 4 1 1 1 4 4 | =2 = 1 1 2 ol 2 o sl o 4l ol 4] 2f o af 4] af [ 4f 4] 4] 4
WTF - &lum Dependency - Trans. il 4 i 4] 2 o] 2 2 1 | =] 2] 2] 4 1| = 1 1 1 1 1 1 1 1 1 1 2 2l 1l 2 2] o] 4] o] 4] 2f & af 4] 4] af 4f 4f 4] 4
WP - LY “ehicle Barne Bomb i 2] 2 o of of 2f 2 1 | e 2] &) 4 1 1 1 1 1 2 2 | 2l o o o 2 F=| ) =Y =) | Y T Y T ! T T T ) T T T I
55rd St Reservoir and Pump $tation 2l 2 sl 3 1 2] 2 2 1 | o= = =] s 3 3 3 s 3 3 2 | = =] =2 = 3 2l 2 2 2] o 1 AT T T T T I
Rezervair 2| 2] sl s8] of of of 2 1 | I ) ) ! ) -1 I 1 2 2 1 1 | 2] =2 1 b1 Y T Y | T T ™Y =1 =) I I Y Y T Y A I
Fump Station 2l 2 sl 3] 2 2 2 & 1 o= & =] & 1 1 1 1 1 3 2 | = = =z = 3 2l 2l 2 2l o 4] ol 4] 2f 2 af 4] af af 4f 4] 4] 4
Generator 2l 2] &l s of af 4f 1 el 2] 2] o 1 1 1 1 1 3 2 | =2 =2 1 1 1 F=| ) Y =) | Y T Y T I T T T O T T O I
Ella Avenue Tank 2| 2| &l s 2f of 2 2 1 i1 I Y ) ! ) -1 -] 1 2 2 1 1 1 1 1 1 i1 AT T T N T T T =1 = I (T Y Y T Y T I
Gore Hill Pump Station 2l 2| 3l 3] 2 2] 2 2 1 | = s 5] s 1 1 1 1 1 3 2 | = = 1 1 1 BT AT T Y NN T T T T = N T Y Y T Y T Y
Gore Hill Tank 2| 5| al s 2 of o 2 1 =] sl sl &l sl s 2] &[4 3 2 1 2 = 1 1 1 BT Y Y Y N T T T T = Y T Y Y T A T I
Hill 57 Pump Station and Reservoir 1| 2] sl 5] of of of 2 1 1 1 I ] Y Y ) ) I - 2 2 | = = 1 1 2 2l 1] 2 2] o 1 I T Y Y I I
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WHEAT RESULTS

Asset/Threat Pair: Electrical service/S(PU) - Physical outsider - Monetized Risk

Summary
Risk Metrics Baseline Improvement
Monetized Risk $88 $127
Utility Financial Impact $35,000 $425,000
Regional Economic Impact | SO SO
Fatalities 0 0
Injuries 0 0
Vulnerability Likelihood 50% 6%
Annual Threat Likelihood |0.005 0.005
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Tools

ERP is prepared after RRA
AWIA template is a good source

Extensive amount of information to be provided
o Template is available, but a learning curve
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Cybersecurity

Internal security with RRA and ERP

Initiated with 22 questions for AWWA Cybersecurity Tool
Template/spreadsheet populates from these questions
Enter status of >85 controls
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Cyber Security Questions

Process Control System Process Control System

1. Are any data transferred to or from your PCS network, by any electronic means? 2. Do users manually transfer any electronic data to or from your PCS environment?

Additional Details:
Users include anyone internal or external with access to PCS. This may include operators, technicians, and third-party consultants. Users are able to initiate

transfer of data to and from the PCS. Examples of manual data transfer include:

Additional Details:
Examples of electronic data transfer include both automatic (e.g. automated export of data from the PCS environment) and manual (e.g. transfer of data

to/from the PCS environment via thumb drive). Examples of data that may be transferred include:

* USB
* Portable media device
» Temporary network connections (an ad hoc network connection for transferring data from one computer to another)

* Water quality data collected by the PCS and transferred for regulatory reporting
* Asset performance data for asset management

* Operating system / software patches and updates
* Shared drives

* Cloud file share (e.g. DropBox)

Yes
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Capital Improvements

Results of the RRA helps with CIP development
Helps to prioritize needs

Helps educate decision makers on project needs
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Certification

Must certify to EPA that both the RRA and ERP have
peen completed

Documents are not submitted (change from VA
submittal)

Can upload a letter or certify on-line
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Certification
Form

Certification of Community Water System Risk and Resilience Assessment in

Compliance with America’s Water Infrastructure Act of 2018

|7Part {A): Community Water System Identification

Community Water System Name:

Community Water System Complete Mailing Address:

Public Water System Identification Number:

Population Served:

| Part (B): Certification Date

Date of the certification:

| Part (C): Certification Statement

L

[Name of certifying official]

hereby certify that the community water system named under Part A, above, has [select all that apply]

conducted reviewed | reviewed and revised

an assessment of the risks to, and resilience of, its system. This assessment included an assessment of:

e Oy B

The risk to the system from malevolent acts and natural hazards;

The resilience of the pipes and constructed conveyances, physical barriers, source water,
water collection and intake, pretreatment, treatment, storage and distribution facilities,
electronic, computer, or other automated systems (including the security of such systems)
which are utilized by the system);

The monitoring practices of the system;

The financial infrastructure of the system;

The use, storage, or handling of various chemicals by the system; and

The operation and maintenance of the system; and

Optionally, may include an evaluation of capital and operational needs for risk and resilience
management for the system.

[Signature of certifving official - click to add a digital signature, or print and sign]j
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Updates

Must be updated every five years at a minimum
Must maintain records of RRA and ERP for five years
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Owner's Perspective

RRA and ERP Production:

Self-Evaluation

o Data: distribution, plant, computer controls
o Time: consider data and VSAT/AWIA template

Collaboration

o Internal: WTP manager, Utilities Manager, Engineering,
Emergency Response

o External: County and State
Reporting
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Stakeholder Input

RRA and ERP are planning level documents
nput and guidance required from utility’s staff

nput and guidance required from emergency
responders

Support from utility leadership, decision makers, and
elected leadership
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CAPITAL IMPROVEMENT PROJECTS

PROJECTS Carryover budget
from prior vears Spend Defer
Street/Traffic/Public Safety

1 Fire Hydrant Replacement $34.393 $34.393 $0
2 Moraga Canyon Sports Fields $148.168 $148.168 $0
3 Tree Removals $15.000 $15.000 $0
4 Commumty Pool $600.000 $600.000
5 Survey Monuments $56.852 $6.852
6 Pedestrian Path Signage $10.000 $10.000
7 Ramona/Ronada intersection $50.000 $50.000

Sub-Total: Street/Traffic/Public Safety $864,413 $197,561 $666,852




Future Funding Opportunities

BRIC Funding

BRIC Account

Disaster

10% of federal
post-disaster

grant funding
estimate

Declaration

¥ FEMA
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10 Things You Need to Know...

Schedule Capital Improvements
Time Stakeholder Input
Resilience Certification

Tools Updates
Cybersecurity Deadline
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Questions?
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Slide deck at: www.m-m.net Blog Posts:

Ten Things You Need to Know
About America’s Water
Infrastructure Act

Engineers: This session may meet
requirements for PDHs depending
on your professional registration

and/or certification requirements. American Water Infrastructure

Act: What's New and How to

Participation Certificate: Develop Your Community’s Plan

lhultin@m-m.net
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Stay In Touch

in} & MO

@MorrisonMaierle

Thank You!

Jason Mercer. PE

« *_ [3 /jasonmercerpe

Craig Nowak, PE
[y /craig-nowak

Mikaela Schultz, EI
i1}/ mikaela-schultz
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